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CONFIDENTIAL STATE 005192 

BRUSSELS FOR RSO; BONN FOR RCO; FRANKFURT FOR RTC AND RSS 
E.O. 11652: GDS 

TAGS: ASEC, EMSEC 

SUBJECT: WORD PROCESSING CENTERS 

REF: BRUSSELS 1 1472 

1 . U.S. ARMY ADJUTANT GENERAL WORD PROCESSING OFFICE 
STATES THAT LANIER INSTALLATION HAS NOT BEEN TEMPEST TESTED 
OR SCHEDULED FOR TEST. INSTALLATION NOT AUTHORIZED TO 
PROCESS CLASSIFIED TRAFFIC. 

2. NSA ADVISES THAT CPT 4200 II NOT BE USED TO PROCESS 
CLASSIFIED TRAFFIC. 

3. THE FOLLOWING DICTATION EQUIPMENT IS APPROVED: 

A. DICTAPHONE 851, EDISON ME-M, IBM 272 

B. NORELCO MODELS 85, 88 AND 89; WITH 12 FOOT CONTROL ZONE 
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C. IBM 273, WITH POWER LINE FILTER. 
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4. EXPERIENCE HAS SHOWN THAT MANUFACTURER CLAIMS REGARDS 
TEMPEST CANNOT BE TAKEN AT FACE VALUE. 

5. DEPARTMENT APPRECIATES POSTS CONCERN FOR SECURITY. 

6. INFORMATION ON TEMPEST OR EMSEC IS NOT TO BE DISCUSSED 
WITH NON-CLEARED U.S. PERSONNEL. TEMPEST INFORMATION 
GUIDELINES ON CLASSIFICATION ARE CONTAINED IN COMMUNICA- 
TIONS SECURITY PUBLICATION S/KAG-1B CHAPTER 12. EMSEC 
INFORMATION CLASSIFICATION IS THE SAME AS FOR TEMPEST. 

7. NON-U.S. CONTRACTORS/MANUFACTURERS SHOULD HAVE THEIR 
U.S. REPRESENTATIVES CONTACT THE DEPARTMENT COMMUNICA- 
TIONS SECURITY DIVISION (OC/S) FOR ANY DISCUSSIONS 
REGARDING THEIR EQUIPMENT AND TEMPEST/EMSEC. KISSINGER 
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